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Cloud Proven offered Franciscan Health Mooresville Surgery Center intrusion detection and
data loss prevention as part of their hosting. We knew our patient records would be secure

and maintained in compliance with HIPAA.
— Keith J., SVP

IS YOUR INFORMATION SYSTEM AND DATA SAFE?
SOLUTION FOR MEDICAL PRACTICES

THE CHALLENGE

Your hospital is bound by the same data security
regulations as a 1,000 bed hospital, but with fewer
resources to comply with these regulations. Technology
expertise is limited. New threats continue to emerge as
patient care and business applications could proliferate
your operating environment. Ransomware attacks on
hospitals have spiked with budget constraints and talent
retention making it more difficult to prevent and respond
to rapidly evolving cyber threats.

¢ Ransomware * Flood/Fire/Natural disasters
e Hardware failures * Hacking
* Phishing scams » Software vulnerabilities

IMPACTS OF CYBER ATTACKS

* In 2021, the average cost to recover from ransomware
attacks was $1.85 million

* Compromise in patient care

* Negative perception from media announcement

* Could prevent ability for future cyber insurance
coverage

* Long term cost of credit monitoring

Cloud Proven mitigated the threat immediately
before the vulnerability would go on to gain
attention and exploitation.

—Jim S., Beck Analytical Services

CYBER ATTACKS

Cyber attacks in healthcare are up 300% in the last 2 years.
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OUR SOLUTION

In the healthcare technology field, you have to assure
customers that you can protect their data and meet
HIPAA regulations. A strong private cloud strategy can
help reduce risk. Storing critical data in the cloud can
leverage state-of-the-art cybersecurity solutions that
you might not otherwise be able to afford. Cloud
Proven Networks offers both HIPAA and PCl
compliance-ready solutions with data security, support,
and reliability built-in as a standard in all our products.

Our solution results in:

* Business continuity, full offsite recovery capability

* Asecure PRIVATE platform for your data

* Proactive intrusion prevention

* Drastic reduction in capital expenditures

* Risk reduction through mitigating threats and
vulnerabilities

* Faster, more efficient healthcare compliance audits

* Ability to scale quickly

* Peace of mind knowing you have options

For more information call 317-781-7400, email sales@cloudproven.net,

or visit us online at CLOUDPROVEN., NET
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